
VBris Malware Connections
October 2006 thru February 2007

Hacked Web Site:

Phoenix, Arizona, USA

(Hosting Facility)

[now fixed]

Hacked Web Site:

Chicago, IL, USA

(Hosting Facility)

[now fixed]

Redirector Site:

Seoul, South Korea

Possible C&C Site:

Erfurt, Germany

Registered in Brooklyn, NY, USA (probably false)

Possible C&C Site:

Plano, Tx

Hosting Faciltiy

Malicious Executable Site:

Chicago, IL, USA

Hosting Facility

Malicious Executable Site:

Erfurt, Germany

Hosting Facility

Malicious Executable Site:

Chicago, Il, USA

Hosting Facility

Malicious Executable Site:

Plano, Tx, USA

Hosting Facility

Malicious Executable Site:

Perkasie, PA, USA

Hosting Facility

Hacked Web Site:

Parsippany, NJ, USA

Hosting Facility

[now fixed]

Malicious Executable Site:

United Kingdom, Hosting Facility

Malicious Executable Site:

Atlanta, Ga, USA

Hosting Facility

VBris Malware

Vbris is a Trojan that grabs your browser sessions including user id and passwords

It also may include a backdoor component.

Original: 12/22/06

Updated: 2/22/07

Hacked Web Site:

Moscow, Russia

Hosting Facility

Malicious Executable Site:

United Kingdom

Hosting Facility

Malicious Executable Site:

Bangkok, Thailand

Hosting Facility

Hacked Web Site:

Santa Monica, CA, USA

(Hosting Facility)

Malicious Executable Site:                                               

St. Petersburg, Russia

Hosting Facility

Malicious Executable Site:

Bangkok, Thailand

Hosting Facility

Malicious Executable Site:                                                

Russia (mail.ru)

Hosting Facility


